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 Threats and vulnerabilities need to be considered together

* Threat
» The potential for a threat agent to intentionally or accidentally exploit a vulnerability
- BENEARSERN A OIEEY

* Vulnerability

* A weakness in a system’s security procedures, design, implementation, or internal controls
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5.4.1 Actions to address risks and opportunities

5.4.1.1 General
The requirements stated in ISO/IEC 27001:2013, 6.1.1 along with the interpretation specified in 5.1, apply.

54.1.2 Information security risk assessment
The requirements stated in ISO/IEC 27001:2013, 6.1.2 apply with the following refinements:

ISO/IEC 27001:2013, 6.1.2 c) 1) is refined as follows:

The organization shall apply the information security risk assessment process to identify risks
associated with the loss of confidentiality, integrity and availability, within the scope of the PIMS.

The organization shall apply privacy risk assessment process to identify risks related to the processing
of PII, within the scope of the PIMS.

The organization shall ensure throughout the risk assessment processes that the relationship between
information security and PII protection is appropriately managed.

NOTE The organization can either apply an integrated information security and privacy risk assessment
process or two separate ones for information security and the risks related to the processing of PII.

ISO/IEC 27001:2013, 6.1.2 d) 1) is refined as follows:

The organization shall assess the potential consequences for both the organization and PII principals
that would result if the risks identified in ISO/IEC 27001:2013, 6.1.2 c) as refined above, were to

materialize.
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6.5 Asset management
6.5.1 Responsibility for assets

6.5.1.1 Inventory of assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.1.1
applies.

6.5.1.2 Ownership of assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.1.2
applies.

6.5.1.3 Acceptable use of assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.1.3
applies.

6.5.1.4 Return of assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.1.4
applies.

6.5.2 Information classification
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